Reference-Frame-Independent, Measurement-Device-Independent quantum key
  distribution using fewer quantum states by Lee, Donghwa et al.
Reference-Frame-Independent Measurement-Device-Independent
quantum key distribution using fewer quantum states
Donghwa Lee,1, 2 Seong-Jin Hong,1, 3 Young-Wook Cho,1 Hyang-Tag Lim,1 Sang-Wook
Han,1, 2 Hojoong Jung,1 Sung Moon,1, 2 Kwangjo Lee,4 and Yong-Su Kim1, 2, ∗
1Center for Quantum Information, Korea Institute of Science and Technology (KIST), Seoul, 02792, Republic of Korea
2Division of Nano & Information Technology, KIST School,
Korea University of Science and Technology, Seoul 02792, Republic of Korea
3Department of Physics, Yonsei University, Seoul, 03722, Republic of Korea
4Department of Applied Physics, Kyung Hee University, Yongin, 17104, Republic of Korea
(Dated: February 6, 2020)
Reference-Frame-Independent Quantum Key Distribution (RFI-QKD) provides a practical way to
generate secret keys between two remote parties without sharing common reference frames. On the
other hand, Measurement-Device-Independent QKD (MDI-QKD) offers high level of security as it
immunes against all the quantum hacking attempts to the measurement devices. The combination
of these two QKD protocols, i.e., RFI-MDI-QKD, is one of the most fascinating QKD protocols since
it holds both advantages of practicality and security. For further practicality of RFI-MDI-QKD, it
is beneficial to reduce the implementation complexity. Here, we have shown that RFI-MDI-QKD
can be implemented using fewer quantum states than those of its original proposal. In particular,
we found that the number of quantum states for one of the parties can be reduced from six to
three without compromising security. Comparing to the conventional RFI-MDI-QKD where both
parties should transmit six quantum states, it significantly simplifies the implementation of the
QKD protocol. We also verify the feasibility of the scheme with the proof-of-principle experiment.
Introduction.– Quantum key distribution (QKD) en-
ables information theoretically secure distribution of ran-
dom bit strings between two remote parties, Alice and
Bob [1, 2]. Significant effort has been devoted in or-
der to improve the security and the practicality of QKD.
Measurement-Device-Independent QKD (MDI-QKD) is
one of the most fascinating QKD protocols in terms of
the security improvement. Since MDI-QKD is based on
measurement induced entanglement, it is resistant from
all the quantum hacking attempts on measurement de-
vices including single photon detectors [3–6]. Note that
MDI-QKD can be implemented with reasonable experi-
mental resources, and thus, the implementations of both
long distance communication [7] and high secret key gen-
eration rate [8, 9] have been reported. Recently, MDI-
QKD has been further developed to Twin-Field QKD
and its variants which provide much longer communica-
tion distance [10–14].
On the other hand, Reference-Frame-Independent
QKD (RFI-QKD) is a representative QKD protocol
which improves the practicality of QKD communica-
tion [15–20]. In ordinary QKD protocols, it is essen-
tial to share common reference frames between Alice and
Bob. For example, the polarization axes or the relative
phase difference of interferometers should be shared be-
tween Alice and Bob for free-space QKD using polariza-
tion qubits, and fiber based QKD using time-bin qubits,
respectively. Sharing common reference frames, however,
can sometimes become difficult and costly. For example,
it is not easy to maintain the polarization axes in satel-
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lite based free-space QKD [21]. It also becomes challeng-
ing in the QKD network system where multiple parties
participate in the QKD communication [22]. RFI-QKD
loosen the requirement of sharing reference frames. In
RFI-QKD, the secret keys are shared via the basis which
is not affected by the reference frame rotation and fluc-
tuation while the security is checked by other two non-
commuting bases. It is remarkable that the concept of
RFI can be applied to MDI-QKD, i.e., RFI-MDI-QKD,
which provides implementation practicality and higher
communication security at the same time [23–28].
For further practicality, it is beneficial to simplify the
QKD implementation by reducing the necessary num-
ber of quantum states [29]. For instance, BB84 proto-
col can be implemented only with three states, instead
of conventional four states, without compromising the
security [30–32]. Recently, it has been reported that
RFI-QKD can also be implemented with fewer number
of quantum states [33–35].
In this paper, we propose RFI-MDI-QKD protocol
using fewer quantum states. In particular, we found
that the number of quantum states for one of the par-
ties can be reduced to three without compromising se-
curity. Comparing to the conventional RFI-MDI-QKD
where both parties should transmit six quantum states,
it significantly simplifies the implementation of the QKD
protocol. We also verify the feasibility of the scheme with
the proof-of-principle experiment.
Theory.– Let us begin by introducing MDI-QKD pro-
tocol [4]. Figure 1 shows a schematic diagram of MDI-
QKD. Alice and Bob randomly assign bit values (either
+ or -) in three bases of X,Y, and Z to the optical
pulses and transmit them to a third party, Charlie. The
three bases and two bit values provide six possible quan-
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2tum states, |Z±〉 = |0〉 and |1〉, |X±〉 = 1√
2
(|0〉 ± |1〉),
and |Y ±〉 = 1√
2
(|0〉 ± i|1〉). Then, Charlie performs the
Bell state measurement (BSM) and announces the result.
With the BSM result, Alice and Bob generate the sifted
keys only when they have sent the optical pulses in the
same basis. Note that in standard MDI-QKD, it is es-
sential to share reference frames among Alice, Bob, and
Charlie, i.e., WA = WB = WC where W ∈ {X,Y, Z}.
Here, the subscripts A, B, and C refer Alice, Bob, and
Charlie, respectively.
Now, let us consider the case when the distant parties
do not share common reference frames, but their bases
are correlated as Fig. 1 [15]. In this case, each basis has
relations of
ZC = ZA = ZB ,
XC = cosβSXS + sinβSYS , (1)
YC = cosβSYS − sinβSXS ,
where βS is the relative reference frame rotation between
Charlie and S, and S ∈ {A,B}. Note that the bases
correlation of (1) can be found in many realistic QKD
implementation environment including free space QKD
using polarization qubits, and fiber based QKD using
time-bin qubits. Since Z basis of all the parties is invari-
ant under the reference frame rotation, Alice and Bob
can distribute random bit strings using Z axis. However,
the BSM results with the states in X and Y bases de-
pend on the uncontrollable frame rotation βS , and thus,
they cannot check the security of the QKD. Therefore,
the ordinary MDI-QKD cannot generate secret keys in
this case.
In order to solve this problem, RFI-MDI-QKD intro-
duces a new frame rotation invariant parameter C, and
utilizes it to check the security of the quantum channel.
The C parameter is given as [15, 23]
C44 = 〈XAXB〉2 + 〈XAYB〉2 + 〈YAXB〉2 + 〈YAYB〉2.(2)
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FIG. 1. MDI-QKD without shared reference frames. There
is the reference frame rotation βA (βB) between the frames
between Charlie and Alice (Bob).
Here, the subscript 44 denotes that both Alice and Bob
should transmit four quantum states, |X±〉 and |Y ±〉,
to estimate the C parameter. Since |Z±〉 states should
be transmitted by both Alice and Bob to generate secret
keys, the entire RFI-MDI-QKD implementation requires
six quantum state transmission for both parties. The
expectation value 〈MANB〉, where M,N ∈ {X,Y }, is
defined with the BSM results as
〈MANB〉 =
±C±++ ∓ C±+− ∓ C±−+ ± C±−−∑
ij Cij
. (3)
Here, C±ij are the BSM results of |Ψ±〉 = 1√2 (|01〉 ± |10〉)
with the inputs of |MiA〉 and |N jB〉 where i, j ∈ {+,−},
and
∑
ij Cij represents the total coincidence counts of
BSM.
With the C parameter and the quantum bit error rate
(QBER) in Z basis QZ , one can estimate the secret key
rate of various QKD protocols. In ordinary MDI-QKD,
the secret key rate is given as [4],
rMDI = 1−H[QX ]−H[QZ ], (4)
where H[x] is the Shannon entropy of x. In RFI-MDI-
QKD, the secrete key rate is given as [23]
rRFI−MDI = 1−H[QZ ]− IE [QZ , C44], (5)
where
IE [QZ , C44] = QZH
[
1 + v
2
]
+ (1−QZ)H
[
1 + u
2
]
,
u = min
[
1
1−QZ
√
C44
2
, 1
]
, (6)
v =
1
QZ
√
C44
2
− (1−QZ)2u2.
So far, we have shown that the security of RFI-MDI-
QKD can be checked with four quantum states sent by
both Alice and Bob. Now, we show that the number
of quantum states for security check can be reduced by
utilizing the correlation of frames (1). The BSM result
probability to obtain |Ψ±〉 is estimated as |〈Ψ±C |ϕAϕB〉|2
Inputs
Projector
Inputs
Projector
〈Ψ+C | 〈Ψ−C | 〈Ψ+C | 〈Ψ−C |
|X+AX+B 〉 cosβ − cosβ |X+AY +B 〉 sinβ − sinβ
|X+AX−B 〉 − cosβ cosβ |X+AY −B 〉 − sinβ sinβ
|X−AX+B 〉 − cosβ cosβ |X−AY +B 〉 − sinβ sinβ
|X−AX−B 〉 cosβ − cosβ |X−AY −B 〉 sinβ − sinβ
|Y +A Y +B 〉 cosβ − cosβ |Y +A X+B 〉 − sinβ sinβ
|Y +A Y −B 〉 − cosβ cosβ |Y +A X−B 〉 sinβ − sinβ
|Y −A Y +B 〉 − cosβ cosβ |Y −A X+B 〉 sinβ − sinβ
|Y −A Y −B 〉 cosβ − cosβ |Y −A X−B 〉 − sinβ sinβ
TABLE I. The BSM results with various input states. Here,
β = βA − βB .
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FIG. 2. The experimental setup of MDI-QKD and RFI-MDI
QKD under reference frame rotation βA and βB . H: half
waveplate, Q: quarter waveplate, BS: beamsplitter, PBS :
polarizing beamsplitter, PC: polarization controller, SNSPD:
superconducting nanowire single photon detector, CCU: co-
incidence counting unit.
where |ϕA〉 and |ϕB〉 are the input states from Alice and
Bob, respectively. We summarize all the possible combi-
nations in X and Y bases at Table 1. We can derive the
relations between the expectation values used in (2) as
following,
〈XAXB〉 = 〈YAYB〉 = cosβ,
〈XAYB〉 = −〈YAXB〉 = sinβ, (7)
where β = βA − βB . According to the relations, Alice
can omit to utilize YA basis in order to obtain the C
parameter, i.e.,
C24 = 2
(〈XAXB〉2 + 〈XAYB〉2). (8)
Here, the subscript 24 presents that Alice and Bob, re-
spectively, have to transmit two and four quantum states
in order to obtain the C parameter.
It is notable that Alice can further reduce one more
state. From Table 1, one can find that
〈Ψ±C |M+AN+B 〉 = 〈Ψ±C |M−AN−B 〉,
〈Ψ±C |M+AN−B 〉 = 〈Ψ±C |M−AN+B 〉. (9)
Thus, the C parameter can be estimated with one state
from Alice and four states from Bob as
C14 = 2 (〈X+AXB〉2 + 〈X+AYB〉2). (10)
With C14, it is sufficient for Alice to send only three
states of |Z±A 〉 and |X+A 〉 to perform RFI-MDI-QKD. Note
that, |X+A 〉 state to estimate C14 is not uniquely deter-
mined, but any equal superposition of |0〉 and |1〉, i.e.,
1√
2
(|0〉+ eiθ|1〉) can be utilized. Therefore, it signifi-
cantly reduces the implementation resources in time-bin
encoding RFI-MDI-QKD since Alice does not need a
phase modulator to adjust the phase θ.
Experiment.– Firgure 2 presents the experimental
setup to perform proof-of-principle experiment on RFI-
MDI-QKD using fewer quantum states. The identical
single photons at 1560 nm utilized by Alice and Bob
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FIG. 3. The experimental results of RFI-MDI-QKD. The left
and right column are data for βA = 0 and pi/2, respectively.
The experimentally obtained error bars are smaller than the
markers. See text for details.
are prepared by type-II spontaneous parametric down
conversion using 10 mm periodically-poled KTP crys-
tal pumped by femtosecond laser pulses (not shown in
Fig. 2). Then, the random polarization states of |ϕA〉
and |ϕB〉 are encoded by the sets of half- and quarter-
wave plates (H, Q). The single photons are transmitted
to Charlie who performs the BSM using a beamsplit-
ter (BS) and polarizing beamsplitters (PBS). The single
photons are detected by superconducting nanowire single
photon detectors (SNSPD) which have about 80% single-
photon detection efficiency. The BSM result is obtained
by various combinations of two-fold coincidences using a
home-made coincidence counting unit (CCU) [36]. In or-
der to precisely simulate the rotating quantum channels,
βA and βB , we put sets of waveplates in the free-space
quantum channel. By rotating a HWP which is placed
between two QWPs at 45◦, one can implement the refer-
ence frame rotation of (1) [20].
4In order to investigate the effect of the reference frame
rotating quantum channels, we have performed both
MDI-QKD and RFI-MDI-QKD with respect to βB with
fixed βA. The left and right column of Fig. 3 presents
the experimental data for fixed βA = 0 and βA = pi/2,
respectively. Figure 3 (a) and (e) present various expec-
tation values of 〈MANB〉. While 〈ZZ〉 = − 0.989±0.003
is invariant under the varying βB , all other expectation
values show the sinusoidal oscillation with the visibility
of V = 0.945± 0.002. It also verifies the relation of (7).
With the expectation values, one can estimate QBER in
various bases, see Fig. 3(b) and (f). The QBER in X
and Y bases show sinusoidal oscillation with respect to
βB , while that of Z basis is unchanged. The experimen-
tally obtained QBER in Z basis is QZ = 0.33 ± 0.02%.
The C parameters are shown in Fig. 3(c) and (g). It
clearly shows that the C parameters are invariant un-
der the varying βB . More significantly, all the C pa-
rameters of C44, C24, and C14 are very similar to each
other. In particular, we found that C44 = 1.77 ± 0.03,
C24 = 1.77 ± 0.02, and C14 = 1.77 ± 0.03. Finally, we
have presented the secret key rate r in Fig. 3(d) and (h).
It shows that the secret key generation rate of an or-
dinary MDI-QKD varies with βB , and fails to generate
positive secret keys in some regions. On the other hand,
RFI-MDI-QKD can always generate the secrete keys with
any βB . It also shows that the secret key rates of r44,
r24, and r14 are very similar meaning that the perfor-
mance of RFI-MDI-QKD using fewer quantum states is
comparable.
Conclusion.– To summarize, we have proposed RFI-
MDI-QKD using fewer quantum states. In particular,
we have verified that transmitting only three quantum
states from one of the transmitters is sufficient for imple-
menting RFI-MDI-QKD. Considering the ordinary RFI-
MDI-QKD protocol requires that both two parties trans-
mit six quantum states, it significantly simplifies the im-
plementation of the QKD protocol. We remark that,
in optical fiber based QKD using time-bin qubits, the
three quantum states transmission does not require a
phase modulator to adjust the phase of the interferom-
eter, and thus, it significantly reduces the implementa-
tion complexity. The effectiveness and feasibility of our
scheme have also been verified with proof-of-principle ex-
perimental demonstration. Our results indicate that, in
real world implementation of QKD in earth-to-satellite
links or chip-to-chip integrated photonic waveguides, the
RFI-MDI-QKD protocol can be a simpler but more pow-
erful solution for a better QKD communication.
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